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(54) Mobility of agents in a network 



(57) In accordance with the present invention, a 
mobile agent object executes a first method on a first 
computer, migrates from the first computer to a second 
computer, and executes a second method on the sec- 
ond computer. The first and second methods and first 
and second computers are designated in an itinerary. 
The agent includes both data and executable code 
which are serialized for transmission from the first com- 
puter to the second computer as data. The data contain- 
ing the agent is then deserialized in the second 
computer to regenerate the agent in the form of an 
object. The executable code portion of the agent can be 
supplemented with code from a home located on 
another computer. 
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Description 

CROSS REFERENCE TO RELATED APPLICATIONS 

[0001] A claim of priority is made to U.S. provisional 
patent application Serial Number 60/030,906, entitled 
USE AND COLLABORATION OF MOBILE AGENTS IN 
A COMPUTER NETWORK, filed November 14, 1996. 

STATEMENT REGARDING FEDERALLY SPON- 
SORED RESEARCH OR DEVELOPMENT 

[0002] Not applicable 

BACKGROUND OF THE INVENTION 

[0003] The present invention is generally related to 
network computing, and more particularly to mobile 
objects. 

[0004] Mobile objects that are transmitted across a 
computer network are known. Mobile objects are com- 
prised of code and data, both of which are transmitted 
across the computer network Technologies such as cli- 
ent-server protocols, remote procedure call protocols, 
and distributed object technologies are employed to 
transmit mobile objects across the computer network. 
These technologies implement either a "push" model or 
a "pull" model, both of which have drawbacks. 
[0005] In a "pull" model the code for an executing 
object is downloaded from a network source such as a 
web server. When a particular portion of code becomes 
necessary for operation, that portion of code is first 
sought on the local filesystem. If the local filesystem 
does not include that portion of the code, a network 
request is sent to another computer in the network in 
order to prompt transmission of that portion of code to 
the local computer. However, as different classes of 
sub-objects are created, a separate network request 
must be sent to retrieve code for each class. In the case 
of a Hyper-Text Transfer Protocol ("HTTP") request, 
each request must re-establish a Transmission Control 
Protocol/Internet protocol ("TCP/IP") socket connection 
to the web server. Thus, when downloading a large 
number of classes, a large number of connections must 
be established and a large amount of network overhead 
is incurred. 

[0006] Another drawback associated with the pull 
model is that as an object travels, the code which ena- 
bles the object to operate must be re-downloaded at 
each computer. More particularly, when the object 
arrives at each a destination computer, the object down- 
loads any code which is required but not present pn the 
local filesystem, even if that code was downloaded at 
the previous destination computer. Previously down- 
loaded code is not cached. Network overhead is 
incurred as a consequence. 

[0007] In a "push" model the code for an executing 
object is carried with the mobile object. Prior to launch- 



ing the mobile object, all of the code that will be needed 
by the object is identified. The code is packaged with 
the agent and pushed around the network to each des- 
tination computer. While the push model reduces net- 

5 work requests in comparison with the pull model, 
network overhead is still incurred because of the rela- 
tively large amount of code that is pushed to every des- 
tination computer. In some cases the object will push 
code for classes that are no longer needed. For exam- 

70 pie, an agent may create an instance of a particular 
class of object only in very exeptional circumstances. In 
such a case it is inefficient for the object to push the 
code for this class. 

[0008] Another limitation of known mobile objects is 
is difficulty in examining and predicting destination infor- 
mation. Known mobile objects initiate travel by perform- 
ing a subroutine call. The method is sometimes given a 
name such as "go" or "moveTo", and the caller is 
responsible for specifying a name of Uniform Resource 
20 Locator ("URL") indicating the destination computer for 
the mobile object. When the travel method is called, the 
execution of the mobile object is halted and the mobile 
object is converted into a network transmittabie form. 
On the destination computer the mobile object is 
25 restored from the network form and restarted. This 
restart can either occur on the instruction directly follow- 
ing the call to the travel method, or at the beginning of 
some known method. 

30 BRIEF SUMMARY OF THE INVENTION 

[0009] In order to provide efficient mobility of code for 
a mobile agent object ("agent"), a "mobile codebase" 
object is constructed. The mobile codebase travels with 

35 the agent and serves as a repository of code for classes 
that facilitate agent operation. When the agent is 
launched, the launcher specifies a list of related 
classes. These classes are retained in the mobile code- 
base. The launcher also specifies a Uniform Resource 

40 Locator ("URL") that points to a network source ("home 
codebase") from which code can be downloaded. If the 
agent is required to instantiate an object comprising 
code that is not in the mobile codebase, a network 
request is sent to the home codebase to retrieve that 

45 code. Code that is downloaded in this manner is 
retained in the mobile codebase. 
[0010] The combination of the mobile codebase and 
home codebase improve agent operation and reduce 
network overhead. In a preferred embodiment an agent 

so is launched with a mobile codebase that is preloaded 
with classes which are certain to be needed. Classes 
that are unlikely to be needed are stored in the home 
codebase. Thus the agent with mobile codebase and 
home codebase provide the desirable features of the 

55 push and pull models without the undesirable network 
overhead incurred by transmitting unneeded classes 
around the network or re-downloading code. 
[001 1 ] Agent travels are defined by an itinerary data 
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structure. The itinerary is composed of a list of destina- 
tions, each of which includes: (1) the hostname of a 
destination computer on the network to which the agent 
should travel, and (2) the name of a method that the 
agent should execute when the agent arrives at the des- 
tination computer. An agent is allowed to modify its itin- 
erary. When an agent modifies its itinerary, the agent 
owner is automatically notified, thus allowing the owner 
to "follow" the agent wherever it may travel. 
[0012] The itinerary provides advantages related to 
agent and network management. Inspection of the 
agent itinerary reveals where the agent has travelled 
and where the agent may travel in the future. Since the 
itinerary is a standard data structure, an observer can 
depend on it to be present. Further, since the itinerary is 
a separate data structure from the agent, the observer 
does not need special knowledge of the internal struc- 
ture of the agent in order to examine the itinerary. 

BRIEF DESCRIPTION OF THE DRAWING 

[0013] The invention will be more fully understood 
from the following Detailed Description of the Invention, 
in conjunction with the Drawing, of which: 

Fig. 1 is a block diagram which illustrates agent 
migration; 

Fig. 2 is a block diagram which illustrates agent 
execution in conjunction with agent migration; 
Fig. 3 is a block diagram of an agent; 
Fig. 4 is a block diagram of agent interaction with 
agent managers on multiple computers in a net- 
work; 

Fig. 5 is a flow chart which illustrates agent mobility; 
Fig. 6 is a block diagram which illustrates agent 
operation according to an itinerary; 
Fig. 7 is a block diagram which illustrates the agent 
runtime environment; and 

Fig. 8 is a flow chart which illustrates agent deseri- 
alization. 

DETAILED DESCRIPTION OF THE INVENTION 

[0014] Referring to Fig. 1, an agent 10 comprises a 
mobile object which can travel from a first computer 12 
to a second computer 1 4 in a computer network 1 6. The 
agent is generated and stored in memory on the first 
computer for a specific purpose, and includes both data 
and executabel code. The agent executes on the f irst 
computer and then migrates to the second computer by 
being transmitted across the network. The agent then 
resumes execution on the second computer. When the 
agent completes execution on the second computer, the 
agent acts in accordance with an agent itinerary. For 
example, the agent will migrate to another computer if 
the itinerary so indicates. 

[0015] Referring now to Figs. 1 and 2, the agent exe- 
cutes a sequence of instructions during operation. In 



particular, a first method 1 8 is executed on the first com- 
puter 12 and a second method 20 is executed on the 
second computer 14. As a result, migration between 
computers is transparent from the perspective of the 
5 agent. 

[0016] Referring to Fig. 4, agent mobility is preferably 
facilitated through use of JAVA agent manager Objects 
32 and an Object Serialization facility (a product of Sun 
Microsystems which is known in the art). Object Seriali- 
10 zation operates to serialize objects such that a repre- 
sentative stream of bytes, i.e., data, is generated 
therefrom. Object Serialization facilitates transmission 
of an agent across the network by serializing the agent 
10 into a format that is suitable for network transmis- 
is sion. Serialization of the agent may also include seriali- 
zation of sub-objects which are contained within 
member variables of the agent. In accordance with the 
present invention, the serialization process involves the 
serialization of executable code, data, and an itinerary 
20 as hereinafter discussed in greater detail. Once the 
agent has been serialized, a communication socket to 
the second computer is opened and the resulting 
stream of bytes is transmitted to the second computer 
along the socket. 
25 [001 7] The serialized agent is regenerated in the sec- 
ond computer 14 upon arrival. In particular, the stream 
of bytes transmitted along the socket is deserialized in 
the second computer. Deserialization regenerates the 
agent in the form in which the agent existed prior to 
30 migration, i.e., an object. Following deserialization, the 
agent executes a predetermined method specified by its 
itinerary. The predetermined method may prompt inter- 
action with another object 34 located on the second 
computer. When the method has been executed, the 
35 agent is serialized and transmitted to yet another com- 
puter, or possibly back to the first computer. The agent 
is therein deserialized upon arrival and proceeds to exe- 
cute another predetermined method and interact with 
that computer. In the case of the agent migrating back to 
40 the first computer, such interaction could be with a host 
application 36 through which an information query was 
entered. The agent continues migrating across the net- 
work in this manner as execution requires. Eventually, 
the agent is terminated when execution of the itinerary 
45 is complete. It should be noted that the agent need not 
necessarily migrate to the initial host (first) computer 
after executing on a remote (second) computer. The 
agent could travel to multiple computers, and may not 
return to the initial host computer. 
so [0018] Referring to Fig. 3, each agent may include 
data 22, code 24, sub-objects 26 and an itinerary 28. 
The data portion 22 includes internal state information 
associated with the agent. The code portion 24 includes 
executable code associated with operation of the agent. 
55 The itinerary portion 28 specifies destinations for the 
agent. Sub-objects 26 include code of distinct objects 
contained within the agent. The agent carries the code 
for these sub-objects. 
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[001 9] The code 24 portion of the agent 1 0 includes a 
mobile codebase and a reference pointer to a home 
codebase. The mobile codebase comprises executable 
code which is retained as part of the agent. When the 
agent migrates, the mobile codebase ist transmitted 
along with the data, sub-objects and itinerary to the des- 
tination. The home codebase is executable code which 
resides on the computer which originally created and 
launched the agent or a suitable network server (such 
as a web server). The reference pointer to the home 
codebase is a Uniform Resource Locator ("URL") that 
allows remote access to the home codebase from other 
computers in the network. If the agent requires code 
that is not present in the mobile codebase during execu- 
tion, the agent retrieves the required code from the 
home codebase and retains such retrieved code in the 
mobile codebase. 

[0020] Referring to Figs. 3 and 6, the itinerary 28 is a 
data structure which defines agent migration parame- 
ters. The itinerary is composed of a list of destinations 
and the name of a method associated with each such 
destination. In a preferred embodiment, each destina- 
tion entry contains the Transmission Control Proto- 
col/Internet Protocol ('TCP/IP") host name of a 
computer on the network to which the agent is desig- 
nated to migrate. The method associated with the 
respective destination is invoked upon arrival at that 
destination. Hence, each destination represents a loca- 
tion and a task to be performed at the location. 
[0021] Figs. 4 and 5 illustrate agent mobility. When the 
determination is made that the agent should migrate, 
the agent manager 30 examines the itinerary 28 to 
ascertain the next destination to which the agent 10 is 
designated to migrate. The agent manager 30 estab- 
lishes a network connection to the agent manager 32 at 
the destination computer 14. The agent manager 30 
passes the agent and related travel information to the 
destination agent manager 32. The agent manager 30 
then deletes the local copy of the agent, terminates any 
execution threads which were being used by the agent, 
and performs other appropriate clean up activities. 
[0022] From the perspective of the destination compu- 
ter, the agent arrives at the destination computer as 
illustrated in step 38. As previously described, the agent 
arrives in the form of data which includes the code, sub- 
objects, itinerary and other data. Java/Object Serializa- 
tion assists the de-serialization and reconstruction of 
the agent as depicted in step 40. The server then 
spawns a new thread in which the agent will execute as 
shown in step 42. A persistent local copy of the agent is 
then made as illustrated in step 44. As depicted in step 
46 the agent manager invokes the proper method of the 
agent for execution in the spawned thread at this node. 
The itinerary contains information indicating which 
method should be invoked at each designated destina- 
tion computer. The agent then executes as illustrated in 
step 50. 

[0023] When the agent has completed execution of 



the indicated method, another persistent copy of the 
agent is stored on the local disk as depicted in step 52 
in order to prevent redundant execution in the event that 
the computer malfunctions before the agent migrates. 

5 The agent manager then examines the agent itinerary 
as illustrated in decision step 54. If the itinerary does not 
indicate any further destinations then agent execution is 
deemed complete as shown in step 56. However, if the 
itinerary indicates further destinations, then the agent 

10 manager determines whether the next destination is 
associated with another computer in decision step 58. If 
the next destination is not another computer, flow 
returns to step 44, thereby bypassing network traffic. 
However, if the next destination is associated with a dif- 

15 ferent agent manager then a network connection to the 
indicated agent manager is established as depicted in 
step 60. The destination contains a string which indi- 
cates where to travel. The string contains either the 
name (host name) of a computer or a URL to a distrib- 

20 uted object. The agent is then serialized as illustrated in 
step 62 and subsequently transmitted to the next agent 
manager as depicted in step 64. 

[0024] Migration in accordance with the itinerary 28 is 
further illustrated in Fig. 6. The itinerary includes a list- 

25 ing including identification of each agent manager 66 to 
which the agent is configured to migrate and identifica- 
tion of a method 68 to execute at each respective agent 
manager. The agent migrates through the agent man- 
agers listed in the itinerary sequentially in the order in 

30 which the servers are listed, invoking each respective 
method upon arrival. Such method could be, for exam- 
ple, querying or updating a database on the destination 
computer. 

[0025] Fig. 7 illustrates the agent runtime environ- 

35 ment. Each computer 70 on the network includes a Java 
Virtual Machine 72 running therein. A agent manager 
74 runs on each respective Virtual Machine 72. The 
agent manager includes a plurality of threads 76, each 
thread having an agent 78 associated therewith. In par- 

40 ticular, a new thread is formed when a new agent arrives 
at the server, and the agent executes on that thread. 
Security mechanism prevent each agent from operating 
outside the scope of the associated thread. When agent 
execution completes, the agent migrates to the next 

45 destination identified in the itinerary. 

[0026] In order for migration and execution to function 
properly, the agent manager modifies the mechanism 
by which Java loads classes. The Java standard library 
provides an object called a "ClassLoader" which can be 

so subclassed by a programmer to modify the rules that 
Java follows to load classes. The ClassLoader class 
allows web browsers to download "applets" from a web 
server. The agent manager provides a specialized 
ClassLoader which allows the executabel code for 

55 mobile agents to travel with the agent. 

[0027] During a typical execution of a Java program, a 
Java interpreter loads classes as needed for execution 
from a logical file system on the local computer. How- 
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ever, agents become separated from the home compu- 
ter and the home codebase during migration, i.e., 
agents are separated from the directory or directories 
on the filesystem of the home computer where the code 
is stored. Further, sub-objects sometimes need to be 
created as the agent executes, either as member varia- 
bles or as temporary variables within the methods. 
These sub-objects could be instances of classes which 
are part of the standard Java packages or they could be 
instances of new classes written by the programmer on 
a different computer than the home computer following 
migration, the Java virtual machine may not be able to 
directly retrieve the code for the particular sub-object. 
To allow agents to properly load classes and construct 
objects when remote from the home computer, a special 
ClassLoader is employed by the agent manager when- 
ever an agent attempts to construct an object. The 
ClassLoader object first attempts to locate a class on 
the local file system of the computer. If the class is not 
on the local file system, the ClassLoader searches the 
mobile codebase. If such attempt fails, the ClassLoader 
sends a request back to the home machine of the agent. 
The agent's travel information contains a reference such 
as a URL which refers back to the home codebase on 
the home computer, and by accessing the URL the 
ClassLoader can retrieve classes from the home com- 
puter. 

[0028] Agent deserialization is illustrated in Fig. 8. As 
depicted in step 80 the serialized agent arrives as a 
stream of data. Java Development Kit Object Serializa- 
tion classes then call an agent manager related method 
to perform deserialization as shown in step 82. The 
method reads agent related objects from the object 
stream as depicted in step 84. In particular, the mobile 
codebase, itinerary and codebase URL are read by the 
method. A custom ClassLoader and ObjectlnputStream 
are constructed as shown in step 86. Object Serializa- 
tion then reads the agent and other objects from the 
input stream as depicted in step 88 and step 90, respec- 
tively. When the related objects are read, the Class- 
Loader retrieves the classes which comprise the agent 
as illustrated in step 92. 

[0029] The new object's class is loaded once the 
classes are retrieved. As depicted in step 94, if the class 
is determined to have been previously loaded then the 
previously loaded class instance is employed (step 96) 
and the object is instantiated using the loaded class 
object as shown in step 98. However, if the class has not 
been previously loaded as determined in inquiry step 
94, then inquiry is made as to whether the class is on 
the local class path of the destination computer as illus- 
trated in decision step 100. If the class is present on the 
local machine then the class is loaded therefrom as 
shown, in step 102 and the object is instantiated using 
the loaded class object as depicted in step 98. However, 
if the class is not found on a local class path as shown 
in step 100 then an inquiry is made as to whether the 
class is in the mobile codebase as shown in step 104. If 



the class is located in the mobile codebase then the 
class is loaded therefrom as shown in step 106 and the 
object is instantiated using the loaded class object as 
shown in step 98. However, if the class is not located in 

5 the mobile codebase in decision step 104 then the class 
is loaded by accessing the home codebase as shown in 
step 108. If the codebase pointer is an Internet type 
pointer such as a Hyper-Text Transfer Protocol ("HTTP") 
URL, as determined in inquiry step 110, then an HTTP 

to request is sent to the local web server as shown in step 
112 and the retrieved class is added to the Mobile 
CodeBase as depicted in step 114. However, if the 
codebase URL is not a HTTP URL then a remote 
method request is sent to a RemoteClass Loader object 

75 as shown in step 1 1 6 and the class is added to the 
mobile codebase as shown in step 114. In either case, 
the object is instantiated using the loaded class object 
as shown in step 98. If more objects exist in the stream 
to be retrieved, as determined in decision step 1 18, then 

20 another object is read from the input stream as illus- 
trated in step 90. If there are no more objects to be 
retrieved, flow terminates. 

[0030] Having described the preferred embodiments 
of the invention, other embodiments which incorporate 
25 concepts of the invention will now become apparent to 
one of skill in the art. Therefore, the invention should not 
be viewed as limited to the disclosed embodiments but 
rather should be viewed as limited only by the spirit and 
scope of the appended claims. 

30 

Claims 

1 . In a computer network including at least a first com- 
puter and a second computer, an apparatus for per- 

35 forming a task in a second computer, 
comprising: 

a routine that generates a mobile agent object 
in the first computer, the mobile agent including 

40 both data and executable code; 

a protocol for transmission of the mobile agent 
from the first computer to the second computer, 
wherein execution of the mobile agent in the 
second computer following such transmission 

45 prompts the task to be performed in the second 

computer; and 

an itinerary containing a reference to each des- 
tination computer to which the mobile agent is 
designated to migrate and a reference to a 
so method associated with each respective desti- 

nation computer reference, the respective 
method being invoked when the mobile agent 
is present on the respective destination compu- 
ter. 

55 

2. In a computer network including at least a first com- 
puter and a second computer, an apparatus for per- 
forming a task in a second computer, 
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comprising: 

a routine that generates a mobile agent object 
in the first computer, the mobile agent including 
both data and executable code; 5 
a protocol for transmission of the mobile agent 
from the first computer to the second computer, 
wherein execution of the mobile agent in the 
second computer following such transmission 
prompts the task to be performed in the second 10 
computer, at least a portion of the executable 
code required for execution being retrieved 
from a mobile codebase portion of the executa- 
ble code included in the mobile agent; and 
a reference to a home codebase located on the 15 
first computer, the reference being employed to 
retrieve executable code which is not present in 
the mobile codebase. 

3. The apparatus of claim 1 or 2 wherein the transmis- 20 
sion protocol includes a routine in the first computer 

for serializing the mobile agent to generate a 
stream of data therefrom. 

4. The apparatus of claim 3 wherein the transmission 25 
protocol includes a routine in the second computer 

for deserializing the stream of bytes to regenerate 
the mobile agent therefrom. 

5. The apparatus of one of claims 1 to 4 wherein the 30 
task is data gathering, and wherein the mobile 
agent is transmitted back to the first computer from 

the second computer following completion of such 
data gathering. 

35 

6. The apparatus of one of claims 1 to 5 wherein the 
mobile agent migrates to a plurality of destination 
computers within the computer network. 

7. The apparatus of one of claim 1 to 6 wherein at 40 
least one destination computer reference is a Uni- 
form Resource Locator. 

8. The apparatus of claim 1 wherein at least a portion 

of the executable code required for invoking the 45 
method is retrieved from a mobile codebase portion 
of the executable code included in the mobile 
agent. 

9. The apparatus of claim 8 wherein the mobile agent so 
includes a reference to a home codebase located 

on the first computer, the reference being employed 
to retrieve required executable code which is not 
present in the mobile codebase. 

55 

10. The apparatus of claims 2 or 8 wherein required 
executable code is sought first in the computer on 
which the mobile agent is executing, then in the 



mobile codebase, and finally on the home code- 
base. 

11. The apparatus of claims 2 or 8 wherein a new 
thread is formed for execution of the mobile agent in 
the destination computer following receipt of the 
mobile agent, and wherein a security feature pre- 
vents the mobile agent from operating outside a 
scope assigned to such thread. 

12. The apparatus of claims 2 or 8 wherein the mobile 
agent further includes sub-objects. 

13. The apparatus of claims 6 or 7 wherein the mobile 
agent further includes an itinerary containing a ref- 
erence to each destination computer to which the 
agent is designated to migrate and a reference to a 
method associated with each respective destina- 
tion computer reference, the respective method 
being invoked when the mobile agent is present on 
the respective destination computer. 

14. The apparatus of claims 1 or 13 wherein a persist- 
ent local copy of the mobile agent is stored follow- 
ing receipt of the mobile agent, and wherein such 
copy is overwritten with an updated persistent copy 
following agent execution. 

15. In a computer network including at least a first com- 
puter and a second computer, a method for per- 
forming a task in a second computer, 
comprising the steps of: 

generating a mobile agent object in the first 
computer, the mobile agent including both data 
and executable code; 

transmitting the mobile agent from the first 
computer to the second computer; 
receiving the mobile agent in the second com- 
puter; and 

executing the mobile agent in the second com- 
puter in accordance with an itinerary which 
contains a reference to each destination com- 
puter to which the mobile agent is designated 
to migrate and a reference to a method associ- 
ated with each respective destination computer 
reference, the method associated with the sec- 
ond computer being invoked when the mobile 
agent is present on the second computer. 

16. In a computer network including at least a first com- 
puter and a second computer, a method for per- 
forming a task in a second computer, 
comprising the steps of: 

generating a mobile agent object in the first 
computer, the mobile agent including both data 
and executable code; 
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17. 



18. 



transmitting the mobile agent from the first 
computer to the second computer; 
receiving the mobile agent in the second com- 
puter; 

retrieving at least a portion of the executable 
code required for invoking the method from a 
mobile codebase portion of the executable 
code included in the mobile agent; 
employing a reference to a home codebase 
located on the first computer to retrieve 
required executable code which is not present 
in the mobile codebase; and 
executing the mobile agent in the second com- 
puter such that the mobile agent prompts the 
task to be performed in the second computer. 

The method of claims 15 or 16 including the further 
step of serializing the mobile agent to generate a 
stream of data therefrom in the first computer. 

The method of claim 1 7 including the further step of 
deserializing the stream of bytes to regenerate the 
mobile agent therefrom in the second computer. 
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19. The method of one of claims 15 to 18 wherein the 
task is data gathering, and including the further 
step of transmitting the mobile agent back to the 
first computer from the second computer following 
completion of such data gathering. 

20. The method of one of claims 15 to 19 including the 
further step of causing the mobile agent to sequen- 
tially migrate to a plurality of destination computers 
within the computer-network 

21. The method of claim 20 wherein the mobile agem 
further includes an itinerary which contains a refer- 
ence to each destination computer to which the 
agent is designated to migrate and a reference to a 
method associated with each respective destina- 
tion computer reference, and including the further 
step of invoking the method associated with the 
respective destination computer when the mobile 
agent is present on the respective destination com- 
puter. 



25 



includes a reference to a home codebase located 
on the f irst computer, and including the further step 
of employing the reference to retrieve required exe- 
cutable code which is not present in the mobile 
codebase. 

25. The method of claims 16 or 24 including the further 
step of searching for required executable code first 
in the computer on which the mobile agent is exe- 
cuting, then in the mobile codebase, and finally on 
the home codebase. 

26. The method of claims 1 6 or 25 including the further 
step of forming a new thread in the destination com- 
puter for execution of the mobile agent following 
receipt thereof, and wherein a security feature pre- 
vents the mobile agent from operating outside a 
scope assigned to such thread. 

27. The method of claims 1 6 or 25 including the further 
step of inserting sub-objects into the mobile agent. 

28. The method of claim 15 or 21 including the further 
step of storing a persistent local copy of the mobile 
agent following receipt thereof, and overwriting 
such copy with an updated persistent copy following 
agent execution. 
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22. The method of claims 15 or 21 including the further 
step of employing a Uniform Resource Locator as 
one of the at least one destination computer refer- 
ence. 



23. The method of claim 1 5 including the further step o* 
retrieving at least a portion of the executable code 
required for invoking the method from a mobile 
codebase portion of the f*-:ecutab^code included 
in the. mobile agent y 

24. The method of claim 23 wherein the mobile agent 
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